
 

  

SECURITY COMPARISON BETWEEN  

IBM WEBSPHERE MQ 7.5 AND 

APACHE ACTIVEMQ 5.9 

      

Author: Timothy N. Scaggs, IBM, March 2014                                 

Edited: Rodney Thomas, IBM, June, 2015 
      



  Page 1 of 15 

Table of Contents 

Executive Summary ................................................................................................................................................. 2 

IBM WebSphere MQ ........................................................................................................................................... 2 

IBM WebSphere MQ Advanced Message Security (AMS) .................................................................................. 2 

Apache ActiveMQ ................................................................................................................................................ 2 

Role-based Security ................................................................................................................................................. 3 

Illustration of Authentication and Authorization ................................................................................................ 3 

Authentication Procedure ................................................................................................................................... 4 

Authorization Procedure ..................................................................................................................................... 4 

Product Support of Authentication ..................................................................................................................... 4 

Product Support of Authorization ....................................................................................................................... 4 

Auditing ................................................................................................................................................................... 5 

WebSphere MQ Auditing support....................................................................................................................... 5 

ActiveMQ Auditing support ................................................................................................................................ 5 

Summary of both Products Auditing support ..................................................................................................... 5 

Data Security ........................................................................................................................................................... 6 

WebSphere MQ AMS vs. ActiveMQ SSL .............................................................................................................. 6 

ActiveMQ and Message Encryption .................................................................................................................... 8 

Standards and Compliance...................................................................................................................................... 8 

FIPS 140-2 ............................................................................................................................................................ 8 

Common Criteria ................................................................................................................................................. 9 

NIST 800-131A ................................................................................................................................................... 10 

PCI-DSS .............................................................................................................................................................. 12 

Assistance to Cyber Attack Prevention ................................................................................................................. 12 

Messaging Proxy support .................................................................................................................................. 13 

Messaging IP Address Blocking Support ........................................................................................................... 14 

Appendix A: SSL Vulnerabilities do not affect Message Encryption ..................................................................... 14 

 



  Page 2 of 15 

Executive Summary 
  

The IBM Competitive Project Office (CPO) completed an investigation of the relative merits of the security 

provided by IBM WebSphere MQ 7.5 (WMQ) and Apache ActiveMQ 5.9. Areas of investigation included Role-

based Security, Auditing, Data Security, Standards and Compliance, and Cyber-attack Prevention. The study 

focused on three software components:  

IBM WebSphere MQ  

� IBM’s premiere messaging product (in 2014 IBM shipped version 8.0 and renamed it into IBM MQ). 

� WebSphere MQ provides connection security through SSL and TLS support1.  

IBM WebSphere MQ Advanced Message Security (AMS) 

� Provides end-to-end message encryption including data in server memory and on disk. 

� Sold under a separate license than WebSphere MQ, but included in the installation. 

Apache ActiveMQ 

� An Open Source messaging product that provides connection security through SSL and TLS.  

� Data in server memory and on disk is not protected. 

We found that IBM WebSphere MQ is functionally superior in the area of security to that of Apache ActiveMQ. 

WebSphere MQ is built from the ground up with security as one of its primary goals, and it demonstrates a 

lead in the area of Data Security as well as Standards and Compliances over ActiveMQ. Please see the chart 

below for a complete overview of the comparison between the two products: 

Category Description WMQ ActiveMQ 

Role-based 

Security 

Strong authentication policies available Yes Yes 

Strong authorization policies available Yes Limited 

Auditing Audit of administrative actions and configuration changes Limited Limited 

Data Security End-to-End Message Encryption (including data at rest on the server) Yes No 

Standards 

Compliance 

Federal Information Processing Standards (FIPS) FIPS 140-2  Yes No 

Common Criteria certification at Evaluation Assurance Level 2  Yes No 

National Institute of Standards and Technology NIST 800-131A Yes Limited 

Payment Card Industry Data Security Standard (PCI-DSS) Yes * Limited * 

Cyber-attack 

Prevention 

DMZ Proxy Support Yes No 

IP address blocking Yes No 

                                                           
1 For more in-depth discussion of WebSphere MQ security, see this free IBM redbook: “Secure Messaging 

Scenarios with WebSphere MQ” http://www.redbooks.ibm.com/abstracts/sg248069.html  
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Note: * PCI is a far reaching set of guidelines, many of which WebSphere MQ supports. While there is no formal compliance certification, 

our research suggests IBM offers good documentation in support of the standard, while ActiveMQ does not. Therefore, ActiveMQ customers 

must find other means of support. 

Role-based Security 
Role-based Security is the verification of the identity of all users, as well as the prevention of unauthorized 

access of system objects by users that have not been granted privileged access to those objects. 

 

Figure 1: Illustration of Role-based security 

Another way of stating this is that Role-based Security is the combination of authentication and authorization. 

Authentication is the process of verifying a user’s identity, in other words confirming who you are. 

Authorization is the process of granting and verifying a user’s privileges to objects based on the user’s identity; 

in other words, determining what actions you can perform within the system. 

A role is a membership within a group that has a common set of privileges. For instance, if Alice is a member of 

the “Accounting” group, she will have privileges to access the Accounts Payable and Accounts Receivable 

queues, if the system is so configured. 

Illustration of Authentication and Authorization 

Below is an illustration of both an authentication procedure and an authorization procedure. This illustration 

shows how a user named Alice would log into the system and have her identity authenticated. It also shows 

how Alice would attempt to access an object, and how the system would verify that Alice has been granted the 

appropriate policy for her to perform the action she had requested. Below the illustration is a step-by-step 

explanation of the steps taking place. 

 

Figure 2: Illustration of Authentication and Authorization 
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Authentication Procedure 

1. Alice logs on to the server with a user name and password. 

2. The server compares Alice’s credentials to ensure they match an entry within its Access Control List 

(ACL), verifying Alice’s identity. 

3. The server notifies Alice of her successful authentication. 

Authorization Procedure 

Upon successful authentication, the following steps are repeated for each object Alice wishes to perform an 

action upon: 

1. Alice attempts to perform an action on an object using her verified identity.  

2. The server examines all authorization policies specifying objects on which Alice retains privileges.  

3. If Alice’s authorization policies do not allow an action to the requested object, access will be denied. 

4. Otherwise the server performs the requested action on the requested object.  

5. The server notifies the client of Alice’s successful action on the requested object.  

Product Support of Authentication 

Both WebSphere MQ and ActiveMQ provide authentication support. WebSphere MQ version 8 now provides 

user ID and password verification. Similarly ActiveMQ provides user ID and password verification to their 

customers. Users of WebSphere MQ below version 8 with authentication requirements are advised to use SSL 

client authentication to provide user authentication. Both of these methods provide a form of authentication 

that meets client needs within the defense, finance, and banking industries.  

Product Support of Authorization 

Both WebSphere MQ and ActiveMQ have support for authorization. However, based on the information 

provided below, WebSphere MQ provides a more finely grained set of authorizations. Authorizations within 

WebSphere MQ are performed by the ‘setmqaut’ command, allowing up to twenty-five (25) different 

operations to be supported by this command. In fact, there are four main categories of operations within the 

‘setmqaut’ command: 

• MQI: Authorizations to issue specific MQI calls 

• Context: Authorizations to manage message identity or origin information 

• Admin: Authorization for specific administration tasks 

• General: Generic authorizations 

Authorizations within ActiveMQ are performed by editing an XML file. Only three (3) authorizations 

operations are supported, in contrast to WebSphere MQ’s twenty-five authorization operations. The lists 

below show an overview of the authorization commands allowed by each software product. 

� WebSphere MQ: Provides authorization in the following categories: 

�  MQI:   put, get, browse, inquire, set, all users, publish, subscribe, connect, resume 

�  Context:  pass all, pass id, set id, set all 

�  Admin:  change, clear, create, delete, display, control, reset or resolve 

�  General:  all, all adm, all mqi, none 

� ActiveMQ: Provides the following authorizations 

�  Single Category:  read, write, admin 

In summary, while both products contain authentication support, WebSphere MQ provides a more finely 

grained set of authorization operations.  
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Auditing 
Auditing is the recording of all user interactions with the software product, allowing an auditor to review all 

past historical actions taken to ensure compliance with software practices and directives. For example, if a user 

creates a queue named “INVENTORY,” that action should be logged to the audit log. 

WebSphere MQ Auditing support 

WebSphere MQ retains their audit logging within six different queues within the Queue Manager: The table 

below describes those queues:  

Queue Description 

  ΣYSTEM.ADMIN.QMGR.EVENT  Queue Manager Event Queue 

 SYSTEM.ADMIN.CHANNEL.EVENT  Channel Event Queue 

 SYSTEM.ADMIN.PERFM.EVENT  Performance Event Queue 

 SYSTEM.ADMIN.CONFIG.EVENT  Configuration Event Queue 

 SYSTEM.ADMIN.COMMAND.EVENT  Command Event Queue 

 SYSTEM.ADMIN.LOGGER.EVENT  Logger Event Queue 

 

IBM offers several SupportPacs to monitor audit queues, including: 

� MO01: Event and Dead Letter Queue Monitor 

� MH05: WebSphere MQ -- Events Display Tool 

� MS0K: WebSphere MQ -- Events Monitor Tool 

� MS0P: WebSphere MQ -- Explorer Configuration and Display Extension Plug-ins 

� MS12: WebSphere MQ for z/OS – Print Event Messages 

Authorizations are not logged within WebSphere MQ. WebSphere MQ uses the ‘setmqaut’ command to 

perform authorizations. While this is an extremely robust command and features a rich set of finely grained 

operations, the results of this command are not sent to any of the auditing queues.  

These queues can be monitored by Audit monitors, such as the IBM Tivoli Composite Application Manager for 

Applications (ITCAM), as well as other third-party software packages. Customers can also develop their own 

custom applications to monitor the event queues to meet their organization’s specific requirements. 

ActiveMQ Auditing support 

ActiveMQ does not place their audit repository on queues. Instead, they place their product’s audit repository 

on a physical file on the disk at the following location: 

� ${ACTIVEMQ_HOME}/data/audit.log 

Where ${ACTIVEMQ_HOME} is the location that ActiveMQ was installed. 

Authorizations are not logged within ActiveMQ. Authorizations are performed within an XML file within the 

ActiveMQ architecture. When the physical XML file is edited to change the authorization permitted, ActiveMQ 

has no method of recording those changes to its audit log.  

Monitoring of ActiveMQ is provided by third-party Audit monitoring tools, such as Amon and the Apache 

ActiveMQBrowser. 

Summary of both Products Auditing support 

Both products provide auditing support, with certain restrictions. Neither WebSphere MQ nor ActiveMQ 

provide auditing support for authorizations. Most administrative tasks in ActiveMQ require the user to edit 



  Page 6 of 15 

configuration files directly and thus no auditing can be provided. In contrast, WebSphere MQ has robust 

administrative tools (visual, command line and API) and most of the administrative actions can be audited. 

Data Security 
Data security is a requirement of all modern information systems to facilitate the prevention of identity theft 

and unauthorized access to sensitive data. The protection of information such as Social Security Numbers 

(SSN), credit card numbers, and health care data is increasingly critical to technology customers. 

Data security involves the protection of such sensitive information from both internal and external threats. 

Internal threats could potentially arise from unauthorized access from users within the organization. For 

example, system administrators usually have administrator access to queues to perform operations such as the 

creation and deletion of queues. However, system administrators should not necessarily have access to read 

messages within a queue, because those messages could contain sensitive data such as credit card numbers.  

External threats include the protection of sensitive data from outside the organization. External threats would 

include the interception of sensitive data flowing across the Internet. For example, if a bank customer accesses 

his bank account from a browser, and the transmission between the browser and the bank server is 

intercepted, then sensitive data could be stolen. 

A partial solution to the problem of data security occurred when the industry standardized on the Secure 

Socket Layer (SSL) protocol, and its successor, the Transport Layer Security (TLS) protocol. Both WebSphere 

MQ and ActiveMQ fully provide SSL and TLS support. SSL and TLS provide security between client and server, 

allowing data to be transmitted between client and server using a secure cryptology mechanism. However, on 

some messaging systems, once the data is received by the server, it is then placed on the server queue in plain 

text.  

A more comprehensive approach is to use message encryption. Message encryption is the term used to 

describe the process where the message is encrypted directly from the sending client, but is not decrypted 

until after the receiving client has received the message. Therefore, there is no SSL handshaking involved 

within message encryption, and no decryption or encryption occurring on the server. This means that the 

message never exists on the server in plain text, but only in an encrypted format, and thus the content of 

the messages cannot be viewed by system administrators (this is often called protection of data at rest). 

Both WebSphere MQ and ActiveMQ provide full support for SSL and TLS. WebSphere MQ supports message 

encryption through WebSphere MQ Advanced Message Security (AMS). ActiveMQ does not provide support 

for message encryption (does not protect data at rest). 

WebSphere MQ AMS vs. ActiveMQ SSL 

While this is not meant to be an exhaustive explanation of cryptology architecture, the following is a high-level 

overview of keys, certificates, and keystores. Keys are used to encrypt and decrypt information. Certificates 

encapsulate one or more keys. Additionally, keystores contain public key certificates or private keys, but for 

the remainder of this discussion, we will broadly view keystores as a repository of keys. 

WebSphere MQ AMS is a component of WebSphere MQ that is sold under a separate license, but is included in 

the base WebSphere MQ installation package. WebSphere MQ AMS includes certificate-based encryption 

utilities provided out-of-the-box for the management of digital certificates. Therefore, WebSphere MQ AMS 

provides end-to-end message encryption that is not based on SSL or TLS. Instead, it is a public / private key 

system from keys contained in a client keystore, but not the server’s keystore. Therefore, WebSphere MQ AMS 

is immune to SSL vulnerabilities such as the HeartBleed vulnerability. 
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In ActiveMQ the client side of SSL will encrypt the message on the sender, then decrypt the message on the 

server itself. The message is then placed in plain text on the server. Unfortunately, this allows system 

administrators to potentially view the message, which could contain sensitive information. When the receiver 

requests the message from the server, the server will then encrypt the message, send the message to the 

receiver, and the receiver then decrypts the message. 

WebSphere MQ AMS encrypts the message on the sending application and decrypts the message on the 

receiving application with no encryption or decryption required on the server itself. Therefore, there is no SSL 

handshaking required. The following is an illustration of how this occurs: 

 

Figure 3: Differences between WebSphere MQ AMS and ActiveMQ SSL encryption 

Since WebSphere MQ AMS only performs cryptology on the sending and receiving applications, keystores are 

only contained on the sender and receiver, not the server itself. This prevents a system administrator from 

viewing messages on a queue with sensitive information.  

 

Figure 4: How WebSphere MQ AMS and ActiveMQ utilize key stores 
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In ActiveMQ SSL, the sender, receiver, and the server must all contain keystores to enable SSL handshaking. 

This potentially allows an ActiveMQ system administrator to view sensitive data within the queue. However, 

WebSphere MQ AMS only requires a keystore to be contained on the sender and the receiver. This 

architecture prevents system administrators from viewing sensitive data on the server, and it facilitates 

greater configuration simplicity.  

To summarize: 

� WebSphere MQ AMS is not vulnerable to SSL handshaking vulnerabilities. 

� WebSphere MQ AMS stores messages on server in encrypted format, not viewable by administrators. 

� WebSphere MQ AMS allows a simpler certificate configuration, as no keystores are contained on the 

server. 

ActiveMQ and Message Encryption 

ActiveMQ does not have any support for message encryption (protecting data in memory and on disk of the 

server) out-of-the-box. ActiveMQ customers could hard-code their clients to encrypt a message prior to 

sending and to decrypt a message after receiving. Customers would also have to manually configure their own 

certificate and encryption management. This solution would necessarily incur development, testing, and 

maintenance costs for ActiveMQ customers. 

Standards and Compliance 
Information Technology security standards and compliances provide a common methodology to protect data 

in an increasing hazardous environment. Many customers within the defense, health care, and finance 

industries are forced to only choose products that can show compliance with industry standards. A short list of 

the industry standards we will examine include the following: 

� FIPS 140-2 (Government and Financial Institutions) 

� Common Criteria (Government Institutions) 

� NIST 800-131A (Government and Financial Institutions) 

� PCI-DSS (Credit Card Payments) 

FIPS 140-2 

The Federal Information Processing Standard (FIPS) 140-2 is a commonly used cryptology standard. The 

combination of the following two links indicates that WebSphere MQ 7.5 is in compliance with FIPS 140-2. 
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http://1.usa.gov/1GICQEH 

 

http://ibm.co/1HMAIfL  

 

Common Criteria 

The Common Criteria standard is more formally known as the Common Criteria certification at Evaluation 

Assurance Level 2 (EAL2). IBM uses the following link to display the compliance of WebSphere MQ with this 

standard. 
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https://www.niap-ccevs.org/st/vid10491/ 

 

 
 

NIST 800-131A 

This standard is more formally known as the National Institute of Standards and Technology (NIST) Special 

Publication 800-131A. This is primarily a cryptography standard. While specific compliances are not granted to 

products, the following group of charts indicates WebSphere MQ’s compliance with this cryptology standard: 

http://csrc.nist.gov/publications/nistpubs/800-131A/sp800-131A.pdf 

 

http://csrc.nist.gov/publications/nistpubs/800-131A/sp800-131A.pdf 
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http://csrc.nist.gov/publications/nistpubs/800-131A/sp800-131A.pdf 

 

Notice in the previous chart that the standard requires SHA-256 support. Below is a link describing WebSphere 

MQ’s support for SHA-2 (SHA-2 is inclusive of SHA-256). 

http://www-01.ibm.com/support/docview.wss?uid=swg21639606 
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No evidence could be found citing that ActiveMQ claims compliance for this standard.  

PCI-DSS 

There is no formal certification for the Payment Card Industry Data Security Standard (PCI-DSS, or PCI). This 

standard is more of a loose set of guidelines. IBM provides documents advising customers on how to configure 

and use WebSphere MQ in adherence to the PCI guidelines.  

http://www.ibm.com/developerworks/websphere/techjournal/0806_mismes/0806_mismes.html 

 

No evidence could be found that ActiveMQ provides any documentation on how to adhere to PCI guidelines. 

Assistance to Cyber Attack Prevention 
There are several types of cyber-attacks. These attacks would include packet sniffing, man-in-the-middle 

attacks, and distributed-denial-of-service (DDoS) attacks. WebSphere MQ AMS brings a greater degree of 

protection against packet sniffing and man-in-the-middle attacks, due to function that it provides that 

ActiveMQ does not. This section will describe the DDoS attack and methods that messaging applications can 
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use to assist in the prevention of these attacks. The two sections that follow will discuss function that 

WebSphere AMS MQ provides to combat these cyber attacks. 

A denial-of-service (DoS) attack is an attempt to saturate the target machine with requests to render the 

machine unavailable. A Distributed Denial of Service (DDoS) attack is an attack where a number of 

compromised machines act as clients for an attacking machine in an effort to essentially force a shut down or 

denial of service to the targeted server across the Internet. Below is an illustration of how such an attack 

would occur: 

  

Figure 5: Illustration of Distributed Denial of Service Attack 

To combat various forms of cyber-attacks, firewalls are commonly placed between an organization’s network 

and the Internet. A firewall is designed to block unauthorized access while permitting inward and outward 

communication based on protocols (such as TCP or UDP), port numbers, or other characteristics through the 

use of rules. One of the techniques used by firewalls would include filtering out access to clients based on the 

IP address and port identification. Demilitarized Zones (DMZ) add an additional layer of security to the firewall, 

and expose public facing services to the Internet. Below is an illustration of how firewalls and DMZ’s may be 

designed. 

 

Figure 6: Illustration of Demilitarized Zone 

A proxy may be placed within a DMZ. A proxy acts as an intermediary between the Internet and the 

applications residing on the organization’s server. A proxy may allow blocking of access from within the DMZ 

through the application’s API support. A proxy may also re-route data to different IP and port identifications (in 

addition to that of the firewall configuration). A proxy may also enable or disable tunneling (the encapsulation 

of one protocol within another). All of these features give system administrators additional tools with which to 

protect against cyber-attacks.  

Messaging Proxy support 

WebSphere MQ provides the free download of the MQ Internet Pass-Thru (MQIPT) package. MQIPT is a Java-

based Proxy and Tunneling tool. The MQIPT is designed to be placed within the DMZ. MQIPT provides an 

additional layer of security, allowing administrators additional methods of protecting their organization from 

unauthorized access. Below is an illustration of where the MQIPT proxy would be placed within the 

organization’s landscape. 
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Figure 7: Illustration of MQIPT placement within DMZ 

 

MQIPT provides proxy, tunneling, and re-routing support from within the DMZ. The MQIPT proxy acts as an 

intermediary to the application hidden behind the firewall. As a proxy, the MQIPT can deny access to clients 

based on channel attributes at the MQ API level. This provides a finer amount of granularity of access control 

than is capable by firewalls, and thus complements the capabilities of a firewall. Therefore, access based on 

channel attributes can be achieved without the potential data stream ever reaching the server itself. MQIPT 

also provides tunneling support. Data can be encapsulated or decapsulated at the intermediary proxy level, in 

addition to the application level encapsulation performed within the application behind the firewall. This 

allows the application to send or receive either encapsulated or non-encapsulated data. This capability allows 

the system administrator additional methods of configuration in which to protect the organization’s servers. 

MQIPT also allows the re-routing of data to different IP and port destinations, thus allowing system 

administrators’ yet another tool in which to configure their security landscape. 

No documented evidence could be found that ActiveMQ supports or maintains any sort of proxy / tunneling 

support used within the DMZ. 

Messaging IP Address Blocking Support 

IP address blocking is the ability to block certain IP’s from accessing your Queue Manager. Normally firewalls 

are routinely updated to prevent suspect IP addresses from accessing your server. However, there are times 

when firewall updates are not processed correctly, and there may be instances in which a temporary 

resolution is required.  

WebSphere MQ protects their clients by providing the channel attribute CHLAUTH BLOCKADDR, which allows 

system administrators yet another option to prevent Distributed Denial of Service (DDoS) attacks. Below is an 

illustration on IP address blocking: 

 

Figure 8: Illustration of IP address blocking 

No documented evidence could be found that ActiveMQ performs any sort of IP address blocking. 

Appendix A: SSL Vulnerabilities do not affect Message Encryption 
Implementations of SSL include OpenSSL and the Java Cryptology Extension (JCE), among others. Because SSL 

is a protocol that includes complex handshaking between the client and the server, vulnerabilities may occur 

or be identified in the implementation of the protocol. The most well-known of the recent vulnerabilities 

would be the Heartbleed Bug vulnerability. Vulnerabilities are routinely reported and fixed. In the first half of 

2014, the following vulnerabilities within OpenSSL have been reported and fixed. 
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� CVE-2014-0224: Attacker can force the use of weak keying material 

� CVE-2014-0221: Attacker may possibly crash with invalid DTLS handshake 

� CVE-2014-0195: Overrun attack trigger vulnerability  

� CVE-2014-3470: Use of anonymous ECDH cipher suites subjects site to a denial of service attack 

� CVE-2014-0198: Vulnerability allowing remote attackers to cause a denial of service via a NULL pointer 

dereference 

� CVE-2014-5298: Function can allow remote attackers to inject data 

� CVE-2014-0160: Exposure of data (Heartbleed) 

� CVE-2014-0076: Cache Side-channel attack 

� CVE-2014-4353: Possible crash due to Null Pointer exception 

This list for the first half of the current year demonstrates that SSL handshaking is vulnerable to various 

implementation vulnerabilities, and there is every reason to believe that these SSL vulnerabilities are ongoing.  

While SSL implementations must support complex SSL handshaking between client and server, message 

encryption does not. The simplicity of design of message encryption allows it to avoid many of the 

vulnerabilities that routinely plague SSL.  


